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1 Test questions from the lecture to refresh:

Question 1. Is the k given in the example of the LFSR the period?

Question 2. Show that the matrix obtained from the linear equations of the Linear Feedback
Shift register is invertible mod 2.

Question 3. Consider the LFSR as a bit generator. What are, in this case, the values of k and 1
for the definition of a bit generator?

2 Exercises

Question 4. Suppose that Alice is using the ElGamal signature scheme. In order to save time
in generating random numbers k such that are used to sign messages, Alice choses an initial
random value ky and then signs the i™* message using the value k; = ko + 2imod(p — 1) (note
that this means k; = k; 1 + 2mod(p — 1)).

i) Suppose that Bob observes two consecutive signed messages (xi, sig(xi, ki)) and (xi,1, sig(xiy1, Kit1)).
Describe how Bob can easily compute Alice’s secret key a given this information without
solving an instance of the discrete logarithm problem. Is this method independent of i?

ii) (Practical) Suppose that the parameters of the scheme are p = 28703 and «x = 5,3 =
11339, and the two messages observed by Bob are:

xi = 12000, sig(x, ki) = (26530, 19862)
Xit1 = 24567, Slg (XiJr] y kpﬂ) = (3081 y 7604)

Find the value of a using the attack from part i).
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Question 5. Let f be a bit generator that only produces sequences in which exactly 1/2 bits
have value 0 and 1/2 bits have value 1. Define the function dst by:

1if (2, ...,2;) has exactly 1/2 bits equal to 0

0 otherwise.

dst(z1,...,21) = {

(v2)

2t

i) Show that Eg(py) =
ii) Show also that E4(ps) = 1.

iii) Finally, show that for any fixed € > 0, that p,, and p¢ are e-distinguishable if 1 is sufficiently
large.
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